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3. 本文介绍了 Windows 7 系统的安全机制并研究了 Windows 7 系统的登录
认证机制。本文将指纹认证与令牌认证的集成方案向下兼容地应用在 Windows 7

































With the promotion and development of national information construction, 
information security has become an assignable problem in information platform and 
information systems, which should be handled. Users enjoy the efficiency of the 
information technology. But the mistake of authentication may lead to privacy 
breaches, identity theft and fraud. The traditional digital authentication is weak for the 
easiness to copy and reuse. With the development of biometric technology, it is 
considered to be one of the best solutions for the problems faced by the traditional 
identity authentication technology. Fingerprint is one of the oldest bio-feature. It is 
easy to collect, difficult to counterfeit and almost people have one. It is widely used 
for the modern identity authentication. Currently there are a lot of researches on 
fingerprint recognition algorithm. However, the recognition speed and the recognition 
rate are difficult to co-exist. In addition, the traditional biometric authentication 
technology has the problem of leaking biometric feature template which is hard to 
rebuild. How to using fingerprint recognition technology safe and effectively is a hot 
point this moment. 
Information Security Lab of Xiamen University has made a lot of research on 
authentication technology and fingerprint recognition technology. This article 
continues to study fingerprint recognition technology and mobile token authentication 
technology, and the cooperation of the two makes a secure framework to use 
fingerprint recognition technology. The main contributions of the thesis are 
summarized as below: 
This paper discusses the current status of identification technology based on 
fingerprint, and compares the advantages and disadvantages of various recognition 
algorithm. Because of the nature of the fingerprint minutia, standard genetic algorithm 
based recognition algorithm has problems such as premature. The thesis proposes a 
fast fingerprint recognition algorithm based on adaptive convergence of genetic 
algorithm based on the previous study, the experiments show that the algorithm can 
improve the time and performance. 
This paper studies the integration of fingerprint recognition algorithm with 















solutions. This paper proposes a secure way to using fingerprint based on the mobile 
token authentication technology, which uses mobile token technology to unlock 
fingerprint certification. 
At last, this thesis describes the system's security mechanisms in Windows 7 and 
Windows 7 system login authentication mechanism. And we use the integrated to 
program a new authentication method for Windows 7 system login, which strengthen 
the security of the Windows 7 system authentication. 
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图 1.1 生物认证产值发展 
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